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m Last time: dissecting executables

m Today we study "moving targets”

m From executable to process
m Tracing unknown binaries
m Modifying control flow
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m Can drastically reduce static analysis time

m Can uncover subtle vulnerabilities inside/outside the code

m Can uncover vulnerabilities unrelated to the actual code (!)
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Example 1: side-channels

uUniversity Science

assisted by Lev Pachmanov and numerous others

Summary

Many computers emit a high-pitched noise during operation, due — - -
to vibration in some of their electronic components. These { y | el
acoustic emanations are more than a nuisance: they can convey N
information about the software running on the computer and, in A

particular, leak sensitive information about security-related
computations. In a preliminary_presentation, we have shown that N~
different RSA keys induce different sound patterns.

Here, we describe a new acoustic cryptanalysis key extraction attack, applicable to GnuPG's current implementation of
RSA. The attack can extract full 4096-bit RSA decryption keys from laptop computers (of various models), within an hour,
using the sound generated by the computer during the decryption of some chosen ciphertexts. We experimentally
demonstrate that such attacks can be carried out, using either a plain mobile phone placed next to the computer, or a
more sensitive microphone placed 4 meters away.

More info: https://m.tau.ac.il/~tromer/acoustic
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https://m.tau.ac.il/~tromer/acoustic

Example 2: disappearing security measures (before)

https://godbolt.org/z/QMZxYe

#include <stdio.h>
#include <string.h>

void secure_use_password(char* buf){
printf("ToDO, use password %s\n",buf );
}

void secure_get_user_password(void)
{
char pwd[64];
fgets(pwd, 64, stdin);
secure_use_password(pwd);

//wipe the password from the memory
memset (pwd, ©, sizeof(pwd));

011010 LXO:

1

.LCo

secure_use_pas

string

push
mov.

call
nop
leave
ret

get_user
push

Oib.f: text

"Topo, use

eax, 0
printf

rsp, 64

rdx,
rax,

rax,

rax
memset

/- D\s+ Int

A\

password

char*):

[rbp-8], rdi
[rbp-8]

OFFSET FLAT:.LCO

stdin[rip]

ord(char*)

5/20


https://godbolt.org/z/QMZxYe

Example 2: disappearing security measures (after)

https://godbolt.org/z/3EyZXQ

#include <stdio.h>
#include <string.h>

void secure_use_password(char* buf){
printf("T0D0, use password %s\n",buf );
}

void secure_get_user_password(void)

{
char pwd[64];
fgets(pwd, 64, stdin);
secure_use_password(pwd);
//wipe the password from the memory
memset (pwd, 0, sizeof(pwd))
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https://godbolt.org/z/3EyZXQ

Executables

m Start as files on the filesystem
m As seen last time, executables carry loading information

m But what happens when we run the executable?
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OS Kernel

Provides a separate address space from other processes
Provides randomization where compatible (TBD)

Provides expandable stack space, heap space

Passes control to a suitable loader (interpreter)
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Loaders

Parse the file structure

Copy segment contents into memory
Expand sparse segments

Set adequate permissions to each segment
Do the same for any linked libraries needed

Pass control to the address specified in the header
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Linux Address Space Layout (1/

m Static Executable

Temporary breakpoint 1, 0x0000000000401c3a in main ()

vmmap

Start End Perm Name

0x00400000 0x00401000 r--p /ctf/unibuc/curs/curs @4/demo 01 linux memory/hello static
0x00401000 0x00495000 r-xp /ctf/unibuc/curs/curs @4/demo 01 linux memory/hello static
0x00495000 0x004babfoo r--p /fctf/unibuc/curs/curs 04/demo 01 linux memory/hello static
0x004bb0 00O 0x084c1000 rw-p fctf/unibuc/curs/curs_04/demo 01 linux memory/hello static
0x004c1000 0x004e5000 rw-p [heap]

0x00007Ffff7ffa000 0x00007FFff7ffdOOO r--p [vvar]

0x00007FfFF7ffdOOO Ox00007FFFf7fffOO0 r-xp [vdso]

0x00007ffffffde00® OxQOQQ7FFffffffOO0 rw-p [stack]
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Linux Address Space Layout (2/

m Dynamic Executable

Temporary breakpoint 1, 9x00000000004011le2 in main ()

vmmap
Start End Perm Name
0x00400000 0x00401000 r--p /fctf/unibuc/curs/curs_04/demo 01 linux memory/hello dynamic
0x00401000 0x00402000 r-xp fctf/unibuc/curs/curs_04/demo 01 linux_memory/hello_dynamic
0x00402000 0x00403000 r--p Jfctf/unibuc/curs/curs_04/demo 01 linux_memory/hello_dynamic
0x00403000 0x00404000 r--p Jetf/unibuc/curs/curs_04/demo 01 linux_memory/hello_dynamic
0x00404000 0x00405000 rw-p Jfctf/unibuc/curs/curs_04/demo 01 linux_memory/hello_dynamic
0x00007 ffff7dc6000 0x00007ffff7de80O0 r--p /1ib/x86_64-1inux-gnu/libc-2.28.s0
0x00007 ffff7de8000 Ox00007ffff7f30000 r-xp /1ib/x86 64-1linux-gnu/libc-2.28.s0
0x00007 ffff7f30000 0x00007ffff7f7c000 r--p /1ib/x86 64-linux-gnu/libc-2.28.s0
0x00007 FFff7f7c000 0x00007Fffff7f7d0OO ---p /1ib/x86 64-linux-gnu/libc-2.28.s0
0x00007 fFff7f7d000 0x00007ffff7f81000 r--p /1ib/x86 64-linux-gnu/libc-2.28.s0
0x00007 fFff7f81000 Ox00007ffff783000 rw-p /1ib/x86 64-linux-gnu/libc-2.28.s0
0x00007FfFf7783000 0x00007Ffff787000 rw-p mapped
0x00007FFFF7787000 0x00007ffff789000 rw-p mapped
0x00007 fFff7fdo000 0x00007ffff7fd3000 r--p [vvar]
0x00007 fFff7fd3000 0x00007ffff7fd5000 r-xp [vdso]
0x00007 ffff7fd5000 0x00007ffff7fd6GOO r--p /1ib/x86 64-linux-gnu/ld-2.28.s0
0x00007 fFff7fd6000 0x00007Ffff7ff4000 r-xp /1ib/x86 64-1linux-gnu/ld-2.28.s0
0x00007 FFff7ff4000 0x00007Ffff7ffcOOO r--p /1ib/x86 64-1linux-gnu/ld-2.28.s0
0x00007 FFff7ffco00 Ox00007Ffff7ffdeO® r--p /1ib/x86 64-1inux-gnu/1ld-2.28.s0
0x00007FFFF7ffdOOO 0x00007Ffff7ffe@00 rw-p /1ib/x86_64-1linux-gnu/ld-2.28.s0
0x00007Ffff7ffe000 Ox00007FFff7fffOO0 rw-p mapped
0x00007 ffffffde000 OxQ0007FfffffffEOO rw-p [stack]
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Windows Address Space Layout

Bou Boph Lo Notes  ® Breskpoints P MemoryMap () CalStack  S@sEH  [of seipt @l sywbok <O Source
Address Size Info Content Type |Frotection |Imitial
0000000000010000 | 0000000000010000 AP | R “Ri—
0000000000030000 | D0DO000000013000 hap | Re—
0000000000050000 | DDDDDDDDDDOFADDD | Reserved PRy
000000000014A000 | DDDDDOODOD0DE0D | Thread 1734 Stack PRy | s
0000000000150000 | 000DDDOODDDDS00D Har
5000000001000 | 5000000000001000 har | R
0000000000170000 | D00OO0O00000000 PRy | Rw--
0000000000200000 | 0000000000109000 | Reserved PRY
5000000000303000 | DODODOOOOOODS00D | PER FRY | -
000000000030E000 | 0000000000022000 | Reserved (000000COD0ZO0000) FRY
0000000000400000 | 00000000000C5000 | \DevicelHarddi s kvalume2 \windows\$ MAP -R---
0000000000570000 | 00000000D0DCED0D Ry | -
80000000005 75000 | A00D0DO000FE000  Res erved (20000000N0S 70000) PRy
0000000000670000 | 00DDDDDDDDDFCODD | Reserv PRy
000000000076C000 | D00000000000A000 PRy
000000007 FFE0000 | DDDDDDDD0000100D | KUSER_SHARED_DATA Py
55500001 40000000 | 5000000000051000 | con=oTeappl 1 Zat1 o2 . exe ]

I oo 00| T tac Executable code b
0000000140002000 Read-only \mmahzed data | IMG
50000001 40003000 Tnjtialized dat i
0000000140004000 Exception mfvrmamvn NG
50000001 40005000 i
00000001 40006000 Resourc e
00000001 40007000 “IraToen Base ratocations 5
00007FF4rOEAO000 nar
50007 4FDEAZ000 | 000000000OFE000 | Reserved (0D0D7FF4FDEABDDD) har
00007 4FDFAO000 | D0DDDDDL00020000 | Reserved PRy
50007772 FDFC0000 | D000000002060000 | Reserved PRy
00007 FSFFFCO000 | DDDDDDDDD0001000 PRy
00007FFSFFFO0000 | 0000000000027000 nar
50007 OF 42C0000 | DDDDDDODDDDGL000 | vEruntime1an. 11 s
00007FFOF 42C1000 | 000000000000000D | . ekt execuzane co i
50007FFDF 42CE000 | DDDDDOODDOD0AD00 nly \n\(\a\\zen data |0
00007FFDF 4202000 | 00000000000D1000 Thitraibed aa e
000070F 4203000 | 000OD0O000001000 itapeion Information s
000070 4204000 | 000ODDO0DODD100D i
50007FFDF 4202000 | 0000000000001000 Resources e
000070 4206000 | D0DODDODDDD01000 base relocations i
50007FFDF 616000 | 0000000000001000 e
00007FFDFC011000 | DDDODDODODOFOO0D executable code i
00007FFDFC101000 | 0000000000148000 Read-only \mmahzed data | IMG
50007FFDFC24C000 | DDDDDDOODD00S000 Tnjtialized da i
00007FFDFC251000 | 00DDODDDDDDOFOOD EXception” information e
00007FDFC260000 | D0DDD00000001000 e
00007FFDFC261000 | 00000DD0D00D100D Resourc e
000070 C262000 | D0DDD00000021000 Base ratocations s
00007FFOFC290000 | 00DDDDD0DDD0L00D i
50007FFDFC251000 | D0000000000B0000 Executable code e
00007FFDFC341000 | DDDDDDDDDDD3Z000 Readonly initialized data |
50007FFDFC375000 | 0000000000053000 T e
00007FFDFC37C000 | DDDDDDDDDDDOCO0D Sotion information i
00007FFOFC395000 | 000000000000I00D Resources Fi
50007+ DFC 369000 | DDDDDDODDDOC1000 Baie netocations i
00007FF0F 0400000 | 00D00D00D0DD100D e
00007FFDF 0401000 | D0DOOOOO0007E000 executable code s
00007FF0F 0346000 | 00D0DD0DDDD32000 Readonly initialized data |
0000700 76000 | D0DD0O0000002000 Tnjcialised dat s
00007FF0F0S 74000 | 00000DD0DDDDED0D Extepcion Information i
50007FFDFD 30000 | 0000000000001000 Resources e
00007FFDF DS 81000 | DODOOOOOOD001000 sase relocations i
90007FFDFF350000 | 0000000000010 e

executable code s

00007FFOFF2E1000 | 0000D0000D10E000
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How do processes inter-communicate?
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How do processes inter-communicate?

m Shared memory
m Message queues
m Pipes

m Sockets

m Synchronization
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How do processes inter-communicate?

m Shared memory
m Message queues
m Pipes

m Sockets

m Synchronization

m Direct access (used by debugging processes)
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Linux debug methods (ptrace syscall)

m Attach to a process (called tracee)
m Read/write memory from tracee
]

Read/write CPU registers from tracee

Single step (one CPU instruction at a time)
m Start/stop/continue execution

m Handle breakpoints
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Linux low-level debugging

m Debuggers mainly use ptrace
m We study GDB plus a plugin (PEDA)

- eeeeseerEQISters--asssassasassasiisiaaiaiaiiiint]
RAX (<main>: push  rbp)
RBX --> 0x0
C (<_dl_debug_state: et)
8 Ox7FFf 3 (“CLUTTER_TM_MODULE=xin")
> 0x7fffffffelsd (*/ctf/unibuc/curs/curs_04/"...)
libc_csu_init>: ush  r1s)
(<__libc_start_main+977>: mov  edi,eax)
push  rbp)
(<__libc_csu_fini>: push  rbp)

(<

strcpy_sse2 unaligned>: mov  rcx,rsi)
RI5: 0x0
EFLAGS: 0x246 (carry d sign trap direction over
eeemeneeeeaaas eeee----code------ e -
0x401clb <hello user+58> ret
6x401clc <goodbye world> push  rbp
0x401cld <goodbye world+l>: mov  rbp,rsp
0x401c20 <goodbye world+d>: lea  rdi,[rip+0x933fal # 0x495021
0x401c27 <goodbye world+11>

call  0x409620 <puts>
0x401c2c <goodbye world+16>: mov

edi, 0x0
0x401c31 <goodbye world+21>: call — 0x408010 <exit>
=> 0x401c36 <main>

mov  rbp,rsp

0x401cd44 <main+1d>: mov
0x401c49 <main+19>
xd0lcde <main+2d>

0x401c53 <main+29> A orld
0x401c58 <main+34>: mov
0000| Ox7FTTffde

8-> (<__libc_start_main+977>: mov  edi,eax)
x7FEFffffelsd ("/ctf/unibuc/curs/curs_04/"...)
push  rbp)
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Windows debug methods (separate syscalls)

Attach to a process (OpenProcess)

Read/write memory from tracee (ReadProcessMemory /WriteProcessMemory)
Read/write CPU registers from tracee (GetThreadContext)
Start/stop/continue execution (DebugBreakProcess)

Handle breakpoints (WaitForDebugEvent/ContinueDebugEvent)
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Windows low-level debugging

m Windbg is the most powerful but hard to learn
m X64dbg is a decent debugger handling 32/64
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Fundamental tasks in a debugger wrt RE

m Interrupt (break) execution at a certain point in the code
m Inspect/modify virtual memory state/contents
m Inspect/modify CPU registers

m Analyze the call stack
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Alternatives

Processes can also be instrumented
Intel PIN (Linux/Windows)

Add extra code in the same address space

More power, harder to detect, more complexity
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Practice

m Any Questions?
m http://pwnthybytes.ro/unibuc_re/04-1lab.html
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