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Last time we studied basic stack exploits

The main idea was to hijack execution
The destination was still in the target binary

Today: construct new pathways in a program
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Linux address space (in the olden times

ceeee e StACK= - n e nn e -]
> (<_libc csu init>:  push  rl5)
> (<__libc_start main+235>: mov  edi,eax)

fiffffe291 ("/ctf/unibuc/curs_re/curs_".

-> 0x100040000
> (<main>: push  rbp)

90 --> 0x0

fFffdegs --> 0x26f420881fe236d0

Legend , data, rodata, value

0x00000000004011fc in main ()
vnmap

Sta End pern Name

0x00400000 0x00401000 r /ctf/unibuc/curs_re/curs_06/demo_01_linux_memory/hello
0x00401000 0x00402000 rx /ctf/unibuc/curs_re/curs_06/demo_01_linux_memory/hello
0x00402000 0x00403000 re- /ctf/unibuc/curs_re/curs_06/demo_01 linux_memory/hello
0x00403000 0x00404000 r /ctf/unibuc/curs_re/curs_06/demo_01_linux_memory/hello
0x00404000 0x00405000 v /ctf/unibuc/curs_re/curs_06/demo_01_linux_memory/hello
0x00405000 0x00426000 v [heap]

0x00007fff7dc6000 0x00007Fff{7de8O00
0x00007FfFf7de8000 0x00007FFf7730000
0x00007117£30000 0x00007F1 1717000
0x00007fTf7f7c000 0x00007Ffff717d000
0x00007fFf7f7d000 0x00007FFf7781000
0x00007 11781000 0x00007F1f7783000
0x00007 11783000 0x00007F1 17187000

/1ib/x86_64-1inux-gnu/libc-2.28.50
/1ib/x86_64-linux-gnu/libc-2.28.50
/1ib/x86_64-1inux-gnu/libc-2.28.50
/1ib/x86_64-1inux-gnu/libc-2.28.50
/1ib/x86_64-linux-gnu/libc-2.28.50
/1ib/x86_64-linux-gnu/libc-2.28.50

v mapped
0x00007ff7f87000 0x00007FFff7789000 rw mapped
0x0000711f7fd0000 0x00007F1f77d3000 [vvar]
0x0000711f7fd3000 0x00007Fff177d5000 r-x [vdso]

0x00007ff7fd5000 0x00007FFff77d6000
0x00007fFf7fd6000 0x00007FF 714000
0x00007 1117114000 0x00007F1171fCO00
0x00007fFf7fC000 0x00007Ffff7ffdO0O
0x00007FfFf7f 4000 0x00007FFf7Ffe000
0x00007117f7e000 0x00007F1 {71000
0x00007fffffde000 0x00007FfffffffO00 ru

/1ib/x86_64-linux-gnu/1d-2.28.50
/1ib/x86_64-linux-gnu/1d-2.28.50
/1ib/x86_64-1inux-gnu/1d-2.28.50
/1ib/x86_64-linux-gnu/1d-2.28.50
/1ib/x86_64-linux-gnu/1d-2.28.50
mapped

[stack]

2

Retaddr corruption is possible => anything in std lib can be called! DEMO
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Linux address space (in the olden times

ceeee e StACK= - n e nn e -]
> (<_libc csu init>:  push  rl5)
> (<__libc_start main+235>: mov  edi,eax)

fiffffe291 ("/ctf/unibuc/curs_re/curs_".

-> 0x100040000
> (<main>: push  rbp)

90 --> 0x0

fFffdegs --> 0x26f420881fe236d0

Legend , data, rodata, value

0x00000000004011fc in main ()
vnmap

Sta End pern Name

0x00400000 0x00401000 r /ctf/unibuc/curs_re/curs_06/demo_01_linux_memory/hello
0x00401000 0x00402000 rx /ctf/unibuc/curs_re/curs_06/demo_01_linux_memory/hello
0x00402000 0x00403000 re- /ctf/unibuc/curs_re/curs_06/demo_01 linux_memory/hello
0x00403000 0x00404000 r /ctf/unibuc/curs_re/curs_06/demo_01_linux_memory/hello
0x00404000 0x00405000 v /ctf/unibuc/curs_re/curs_06/demo_01_linux_memory/hello
0x00405000 0x00426000 v [heap]

0x00007fff7dc6000 0x00007Fff{7de8O00
0x00007FfFf7de8000 0x00007FFf7730000
0x00007117£30000 0x00007F1 1717000
0x00007fTf7f7c000 0x00007Ffff717d000
0x00007fFf7f7d000 0x00007FFf7781000
0x00007 11781000 0x00007F1f7783000
0x00007 11783000 0x00007F1 17187000

/1ib/x86_64-1inux-gnu/libc-2.28.50
/1ib/x86_64-linux-gnu/libc-2.28.50
/1ib/x86_64-1inux-gnu/libc-2.28.50
/1ib/x86_64-1inux-gnu/libc-2.28.50
/1ib/x86_64-linux-gnu/libc-2.28.50
/1ib/x86_64-linux-gnu/libc-2.28.50

v mapped
0x00007ff7f87000 0x00007FFff7789000 rw mapped
0x0000711f7fd0000 0x00007F1f77d3000 [vvar]
0x0000711f7fd3000 0x00007Fff177d5000 r-x [vdso]

0x00007ff7fd5000 0x00007FFff77d6000
0x00007fFf7fd6000 0x00007FF 714000
0x00007 1117114000 0x00007F1171fCO00
0x00007fFf7fC000 0x00007Ffff7ffdO0O
0x00007FfFf7f 4000 0x00007FFf7Ffe000
0x00007117f7e000 0x00007F1 {71000
0x00007fffffde000 0x00007FfffffffO00 ru

/1ib/x86_64-linux-gnu/1d-2.28.50
/1ib/x86_64-linux-gnu/1d-2.28.50
/1ib/x86_64-1inux-gnu/1d-2.28.50
/1ib/x86_64-linux-gnu/1d-2.28.50
/1ib/x86_64-linux-gnu/1d-2.28.50
mapped

[stack]

2

Retaddr corruption is possible => anything in std lib can be called! DEMO
How can we mitigate this?
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ELF memory space (1/3)

ELF start

BRK start

Heap

Current BRK

Shared libraries and mappings

Stack limit

Current SP

Stack
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ELF memory space (2/3) + demo

ELF start

BRK start

Heap

Current BRK

Next heap allocation

Next mmap()-ing

Shared libraries and mappings

Stack limit

Next stack frame Current SP

Stack
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Random stack start
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ASLR disabled (1/3)

0000| Ox7fffffffde6d --
0008| Ox7fffffffde68 --
0016| Ox7fffffffde7o -
0024| Ox7TIfffffde78 --
0032| Ox7fffffffdesd -
0040| ox7Tffffffdesds -

0048| Ox7fffffffde
0056| ox7fffffffd

Legend: , data,
8x00000009004011TC
vmmap

Start

9x00400000
6x00401000
9x00402000
8x00463000
6x00404000
9x00405000
8x00007FFF7dc6000
0x000071FFf7de8000
0x00007FFFf7730000
8x00007F 77000
0x000071FFf777d000
8x00007F 7781000
0x00007F 17783000
0x00007TFF17787000
8x00007FFF77d000O
0x000071FFf77d3000
0x00007FFFf77d5000
8x00007FFF77d6000
0x00007TFFf7774000
8x00007FFF7FFc000
0x00007FFF777d000
0x00007TFFf777e000
8x00007FFfFfde00D

................. LT S |
> (< libc_csu_init>: push rls)
> (<__libc_start_main+235>: mov
-> 0x0
> Ox7TIITTTfdf48 --> Ox7TTTffffe291 ("/ctf/unibuc/curs_re/curs_"...
-> Bx100040000
> (<main>: push rbp)
0 --> 0x0
8 --> 0x267429881fe236d0
e EEE LR 1
rodata, value
in main ()
End Perm Name
0x00401000 r--p Jetf/unibuc/curs_re/curs_06/d
0x00402000 r-xp Jctf/unibuc/curs_re/curs_06/d
0x00403000 r--p /Jctf/unibuc/curs_re/curs_06/d
0x00404000 r--p /ctf/unibuc/curs_re/curs_06/d
0x00405000 rw-p /ctf/unibuc/curs_re/curs_06/d
0x00426000 w-p [heap]
0x00007ffff7de800O r--p /1ib/x86_64-linux-gnu/libc-2.
0x00007Ffff7f30000 r-xp /1ib/x86 64-linux-gnu/libc-2.
0x00007ffff7f7c000 r--p /1ib/x86_64-1linux-gnu/libc-2.
Ox00007fff{7f7d000 P /1ib/x86_64-linux-gnu/libc-2.
0x00007ffff7781000 r--p /lib/x86 64-1linux-gnu/libc-2.
0x00007ffff7f83000 rw-p /1ib/x86_64-1linux-gnu/libc-2.
0x00007FFFf7F87000 rw-p mapped
Ox00007ffff7f89000 rw-p mapped
0x00007ffff7fd3000 r--p [vvar]
0x00007Ffff7fd5000 r-xp [vdso]
0x00007ffff7fd6000 r--p /1ib/x86_64-linux-gnu/1d-2.28.
0x00007ffFf7ff4000 r-xp /lib/x86_64-linux-gnu/1d-2.28.
0x00007ffff7ffcO00 r--p /lib/x86 64-1linux-gnu/1d-2.28.
0x00007ffff7ffd0OO r--p /1ib/x86_64-linux-gnu/1d-2.28.
0x00007ffff7ffedd0 rw-p /lib/x86_64-linux-gnu/1d-2.28.
Ox00007FFFf7fffO00 rw-p mapped
0x00007ffF 000 rw-p [stack]

e

emo,
emo
emo
emo
emo

S0
so
so
so
so

di,eax)

01_linux
01 linux
01 linux
01 linux
01 linux

.50
.50
.50
.50
.50
.50

memory/hello
memory/hello
memory/hello
memory/hello
memory/hello
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ASLR enabled (2/3)

Ox7Ffd8!

0Ox7ffds!
0056 Ox7ffda!

Legend: , data,
8x00000009004011TC
vmmap

Start

9x00400000
6x00401000
9x00402000
8x00463000
6x00404000
0x01241000
8x00007F5103dd00O
0x00007751f031F000
9x00007F510547000
8x00007 5110593000
0x0000775110594000
8x00007 5110598000
6x0000775110592000
9x0000775110592000
8x00007 51057000
0x00007151f05e8000
9x0000775110606000
8x00007 510602000
0x00007751f060 7000
8x00007F5110616000
6x000077d896be000
0x0000717d89779000
8x00007fFd8977c000

................. LT S |
> (< libc_csu_init>: push rls)
> (<__libc_start_main+235>: mov

--> 0x0

--> Ox777d896dd818 --> Ox7TTd896de291 ("/ctf/unibuc/curs_re/curs_"...

--> Bx100040000

-> (<main>: push rbp)

--> 0x0

--> 0x611985a4db582665

e EEE LR 1

rodata, value
in main ()
End Perm Name
0x00401000 r--p Jetf/unibuc/curs_re/curs_06/d
0x00402000 r-xp Jctf/unibuc/curs_re/curs_06/d
0x00403000 r--p /Jctf/unibuc/curs_re/curs_06/d
0x00404000 r--p /ctf/unibuc/curs_re/curs_06/d
0x00405000 rw-p /ctf/unibuc/curs_re/curs_06/d
0x01270000 w-p [heap]
0x00007f51f03Ff000 r--p /1ib/x86_64-linux-gnu/libc-2.
0x00007F5170547000 r-xp /1ib/x86 64-linux-gnu/libc-2.
0x00007f51f0593000 r--p /1ib/x86_64-1linux-gnu/libc-2.
0x00007f5170594000 P /1ib/x86_64-linux-gnu/libc-2.
0x00007f5110598000 r--p /lib/x86 64-1linux-gnu/libc-2.
0x00007f51f059a000 rw-p /1ib/x86_64-1linux-gnu/libc-2.
0x00007F517059e000 rw-p mapped
0x00007f51705a0000 rw-p mapped
0x00007f51705e8000 r--p /1ib/x86_64-linux-gnu/1d-2.28.
0x00007751f0606000 r-xp /1ib/x86 64-linux-gnu/1d-2.28.
0x00007f51f0602000 r--p /1ib/x86_64-1inux-gnu/1d-2.28.
0x00007f51f060F000 r--p /lib/x86_64-linux-gnu/1d-2.28.
0x00007f5170610000 rw-p /lib/x86 64-1linux-gnu/1d-2.28.
0x00007F5110611000 rw-p mapped
0x00007ffd896df000 rw-p [stack]
0x00007ffd8977c000 r--p [vvar]
0x00007ffd8977e000 r-xp [vdso]

0x7ffd896dd738 --

e

emo,
emo
emo
emo
emo

so
so
S0
so
so

di,eax)

01_linux
01 linux
01 linux
01 linux
01 linux

.50
.50
.50
.50
.50
.50

memory/hello
memory/hello
memory/hello
memory/hello
memory/hello
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ASLR enabled (3/3)

libc csu_init>: push
(<__libc_start_main+235>: mov edi,eax)
6d28 --> Ox7TTflacb7291 ("/ctf/unibuc/curs_re/curs_"...)
0x100040000
(<main>: push rbp)

0x0

0xed442d94cdlcdcod
e EEE LR 1
Legend: , data, rodata, value
0x00000000004011Tc in main ()

vmmap

Start End Perm Name
0x00400000 0x00401000 r--p Jetf/unibuc/curs_re/curs_06/demo_01_linux_memory/hello
0x00401000 0x00402000 r-xp Jctf/unibuc/curs_re/curs_86/demo_61 linux memory/hello
0x00402000 0x00403000 r--p /Jctf/unibuc/curs_re/curs_06/demo 01 linux memory/hello
0x00403000 0x00404000 r--p /ctf/unibuc/curs_re/curs_06/demo_01 linux_memory/hello
0x00404000 0x00405000 rw-p /ctf/unibuc/curs re/curs 06/demo 61 linux memory/hello
0x00aecO0d 0x00b0doee w-p [heap]
0x00007f5559b89000 0x00007f5559babbBO r--p /1ib/x86_64-linux-gnu/libc-2.28.s0
0x0000715559bab000 ©x00007f5559cf3000 r-xp /1ib/x86 64-1inux-gnu/libc-2.28.s0
0x0000775559cf3000 0x00007f5559d3f000 r--p /1ib/x86_64-1linux-gnu/libc-2.28.50
Bx0000775559d3f000 6x00007F5559d40000 P /1ib/x86_64-1linux-gnu/libc-2.28.s0
0x0000775559d40000 0x0000715559d44000 r--p /1ib/x86_64-1linux-gnu/libc-2.28.s0
0x0000715559d44000 0x0000715559d46000 rw-p /1ib/x86_64-1linux-gnu/libc-2.28.s0
0x0000775559d46000 6x00007F5559d4a000 rw-p mapped
0x0000775559d4a000 0x0000775559d4c000 rw-p mapped
0x0000715559d93000 0x0000715559d94000 r--p /1ib/x86_64-1linux-gnu/1d-2.28.so0
0x0000715559d94000 ©x00007f5559db2000 r-xp /1ib/x86 64-1inux-gnu/1d-2.28.s0
0x0000775559db2000 0x00007f5559dbabde r--p /1ib/x86_64-1linux-gnu/1d-2.28.50
Bx00007f5559dbadbe Ox00007f5559dbboBO r--p /lib/x86_64-linux-gnu/1d-2.28.s0
0x0000775559dbb00O ©x0000715559dbcOOO rw-p /1ib/x86_64-linux-gnu/1d-2.28.s0
0x0000715559dbc00O 0x0000715559dbd00O rw-p mapped
0x00007fff1ac97000 6x00007fFfflach8000 rw-p [stack]
0x000077fT1ad0cO0l 0x00007fTT1addfeee r--p [vvar]
0x00007fff1ad0f000 Ox00007fffladll000 r-xp [vdso]
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ASLR info

m All maps randomized (except main exe)

m Recently, main exe also randomized

m Linux: ASLR system-wide

m Windows: ASLR system-wide (with a catch)
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Implementation by the compiler

m How does an executable know where the libraries reside?
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Implementation by the compiler

m How does an executable know where the libraries reside?

m On Linux, loader copies pointers to imported functions in a section called .GOT

telescope 0x404008
--> Ox7Tfff7ffel9n --> 0x0

-3 (= dl runtime resolve xsave=: push rbx)
> (<puts=>: push ris)
> (< printf=: sub rsp,0xd8)
.- (< GI libc malloc=: push ris)
. (< 150c99 scanf>: push rbx)
> (<exit@plt+6>: push 0x4)
> 0x0

m On Windows, the loader simply overwrites wherever a function is called (fixup)
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The end of (usefulness for) Buffer overflows?

In full RCE exploits we want to call system("/bin/sh") to open a remote shell
Most programs do not call "system”

Address of libc (and thus "system” ) is randomized

We are " contained” within the program functionality

Can this protection be bypassed?

12/29



The end of (usefulness for) Buffer overflows?

In full RCE exploits we want to call system("/bin/sh") to open a remote shell
Most programs do not call "system”

Address of libc (and thus "system” ) is randomized

We are " contained” within the program functionality

Can this protection be bypassed?

Of course! But it's pretty tricky.
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r overflow: no

0x4011b2
0x4011ba
0x4011c2
0x4011ch
0x4011c9
0x4011d0
0x4011d5
=> 0x4011da
0x4011db
0x4011dc
0x4011dd
0x4011de
0x4011lel
0x4011eb
0x4011leb
0x4011F0

0000| Ox7f
0008| 0x7f
0016 Ox7ff
0024 | 0x7f

0032] Ox7f
0040] Ox7F
0048| Ox7Ff
0056| Ox7ff

corruption

<vuln+24>:
<vuln+32>:
<vuln+40>:
<vuln+44>:
<vuln+47>:
<vuln+54>:
<vuln+59=:
<vuln+b64=:
<vuln+65>:
<vuln+66>:

<main=:

<main+l1>:
<main+4>:
<main+9>:

<main+l4=:
<main+19=:

>
>
-->
->
>

>

mov QWORD PTR [rbp-8x18],0x0
mov QWORD PTR [rbp-0x8],0x0
lea rax, [rbp-0x20]

mov rsi, rax

lea rdi, [rip+0xe34]

# 0x402004

mov eax,0x0
call 0x401040 < isoc99 scanfeplt>

->

rbp
rbp, rsp
eax, 0x0
0x40116b <setup>
eax,0x0

0x40119a <vuln>

- STACK- - - m e 1
AAAAAAAA™)
0x0
0xe
0xe
Ox7ffcO6c24210 --> (< libc csu init>: pus
(<main+24>: mov eax,0x0)
(< libc csu init=: push ri5)
(< libc start main+235>: mov edi,
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r overflow: calling one function

0x4011b2 <vuln+24>: mov QWORD PTR [rbp-8x18],0x0
0x4011lba <vuln+32>: mov QWORD PTR [rbp-0x8],0x0
0x4011c2 <vuln+40>: lea rax, [rbp-0x20]
0x4011c6 <vuln+44>: mav rsi, rax
0x4011c9 <vuln+47>: lea rdi, [rip+0xe34] # 0x402004
0x4011d@ <vuln+54>: mov eax,0x0
0x4011d5 <vuln+59=: call 0x401040 < isoc99 scanfeplt>
=> 0x401lda <vuln+64=:
0x4011db <vuln+65>: leave
0x4011dc <vuln+66>: ret

0x4011dd <main>: push rbp

0x4011de <main+1>: mov rbp, rsp

0x4011el <main+4>: mov eax, 0x0

0x4011e6 <main+9>: call 0x40116b <setup>

0x401leb <main+14>: mov eax, 0x0

0x4011F0 <main+19>: call 0x40119a <vuln>

- .- STACK- - - m e 1
("AAAAAAAABBBBBBBBCCCCCCCC L)
("BBBBBBBBCCCCCCCCDDDDDDDDE L)

) ("CCCCCCCCDDDDDDDDEEEEEEEEV"...)

("DDDDDDDDEEEEEEEEV\021@")

( "EEEEEEEEV\021@" )

0000| Ox7fff870
0008 | Ox7fff8
0016| Ox7fff8
0024| 0x7fffe
0032 ox7fffe

0040 | ox7fff8 .- (=<fl=: push rbp)
0048 | Ox7fff - (< libc csu init=: push ri5)
0056| Ox7fff8 -3 (< libc start main+235>: mov edi

14/29



r overflow: calling more functions

0x4011b2 <vuln+24>: mov QWORD PTR [rbp-8x18],0x0
0x4011lba <vuln+32>: mov QWORD PTR [rbp-0x8],0x0
0x4011c2 <vuln+40>: lea rax, [rbp-0x20]
0x4011c6 <vuln+44>: mav rsi, rax
0x4011c9 <vuln+47>: lea rdi, [rip+0xe34] # 0x402004
0x4011d@ <vuln+54>: mov eax,0x0
0x4011d5 <vuln+59=: call 0x401040 < isoc99 scanfeplt>
=> 0x401lda <vuln+64=:
0x4011db <vuln+65>: leave
0x4011dc <vuln+66>: ret

0x4011dd <main>: push rbp
0x4011de <main+1>: mov rbp, rsp
0x4011el <main+4>: mov eax, 0x0
0x4011e6 <main+9>: call 0x40116b <setup>
0x401leb <main+14>: mov eax, 0x0
10119a <vuln>

0x4011F0 <main+19>: call 2}
.- .- STACK- - - m e 1

0 ("AAAAAAAABBBBBBBBCCCCCCCC L)

("BBBBBBBBCCCCCCCCDDDDDDDDE L)

("CCCCCCCCDDDDDDDDEEEEEEEEV" . . .)

("DDDDDDDDEEEEEEEEV\021@")

( "EEEEEEEEV\021@" )

0000| 0x7ffcs
0008| 0x7ffc
0016| 0x7ffcs
0024| 0x7ffc
0032| 0x7ffc8

0040 | Ox7ffc .- (=<fl=: push rbp)
0048| Ox7ffc - (<f2=: push rbp)
0056| Ox7ffc8 - (<f3>: push rbp)
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r overflow: calling... nothing

0x4011b2 <vuln+24>: mov QWORD PTR [rbp-8x18],0x0
0x4011lba <vuln+32>: mov QWORD PTR [rbp-0x8],0x0
0x4011c2 <vuln+40>: lea rax, [rbp-0x20]
0x4011c6 <vuln+44>: mav rsi, rax
0x4011c9 <vuln+47>: lea rdi, [rip+0xe34] # 0x402004
0x4011d@ <vuln+54>: mov eax,0x0
0x4011d5 <vuln+59=: call 0x401040 < isoc99 scanfeplt>
=> 0x401lda <vuln+64=:
0x4011db <vuln+65>: leave
0x4011dc <vuln+66>: ret

0x4011dd <main>: push rbp

0x4011de <main+1>: mov rbp, rsp

0x4011el <main+4>: mov eax, 0x0

0x4011e6 <main+9>: call 0x40116b <setup>
0x401leb <main+14>: mov eax, 0x0

0x4011F0 <main+19>: call 0x4011%9a <vuln>

.- STACK- - - m e 1
) ("AAAAAAAABBBBBBBBCCCCCCCC 2

( "BBBBBBBBCCCCCCCCDDDDDDDDE" . . . )
) ("CCCCCCCCDDDDDDDDEEEEEEE", <incomplete sequence \334>...)
("DDDDDDDDEEEEEEEE\334\021@")
( "EEEEEEEE\334\021@")

0000| Ox7ffed
0008| Ox7ffed
0016| 0x7ffed
0024| 0x7ffedd
0032 Ox7ffed4

0040 | Ox7ffed - (<vuln+66>: ret)
0048 | Ox7ffed ) - (<vuln+66>: ret)
0056| Ox7ffedd --> (<vuln+66>: ret)
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m The CPU basically executes: "ret; ret; ret”

m Similar to a program with only NOPs
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m The CPU basically executes: "ret; ret; ret”

m Similar to a program with only NOPs

m How would the following piece of code be useful?

.@' . POP RBX
s RET
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P[EO

m Code reuse at a finer level

m Benign pieces of code reused: gadgets

m Does not assume code modification (shellcode)
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Function call convention (Linux)

m Params: RDI, RSI, RDX, RCX, R8, R9
m Ret: RAX
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Function call convention (Linux)

m Params: RDI, RSI, RDX, RCX, R8, R9
m Ret: RAX

m Reconstruct parameter passing using ROP gadgets

POP RDI
RET

POP RSI
RET

- [ollo): (oIl
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Example ROP chain

ADDR + 0x00 => 0x40laef (POP RDI ; RET)
ADDR + 0x08 => 0x406020 "%s"

ADDR + 0x10 => 0x40145a (POP RSI; RET)

ADDR + 0x18 => 0x12345

ADDR + 0x20 => 0x401508 (__isoc99_scanf1t)
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Example ROP chain

ADDR + 0x00 => 0x40laef (POP RDI ; RET)
ADDR + 0x08 => 0x406020 "%s"

ADDR + 0x10 => 0x40145a (POP RSI; RET)

ADDR + 0x18 => 0x12345

ADDR + 0x20 => 0x401508 (__isoc99_scanf1t)

Arbitrary read into address 0x12345
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ROP usefulness

m Extra degrees of freedom
m Reuse functions and bits of functions in a more clever way

m Execute multi-stage exploits
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So how does the ASLR bypass work?

m Now we can "program” in terms of reusing the code
m In a previous slide we show how to arbitrarily read into an address

m Consider the following pseudo-program written in ROP:

call puts to leak memory (obtain the loader pointers)
call main again
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So how does the ASLR bypass work?

m Now we can "program” in terms of reusing the code
m In a previous slide we show how to arbitrarily read into an address

m Consider the following pseudo-program written in ROP:

call puts to leak memory (obtain the loader pointers)
call main again

m We have information regarding the randomness
m ASLR is defeated!
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Information leak alternatives

The larger the systems/programs the more vulnerabilities

Find and use another weaker vulnerability to gain info

Here's an example

Source: https://twitter.com/OxRaindrop/status/864704956116254720
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https://twitter.com/0xRaindrop/status/864704956116254720

FSB step 1: change phone name

ail W el %

EDIT PHONE NAME

Yox.%ox.%X.% oX.%%.%

ENG
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FSB step 2: pair BMW with phone

COMuItimadin

COipvR

Music coll Connected;
| Extarnal i m;%mm

(Empty)
Yon (Empty)

i
myl




FSB step 3: profit

B ___._.____._.— o= AR : ‘

| 9% .External devices

-8:3? p_m Dall® -1

V' ® 238 3a736077 6564221607
#  AUX front




FSB example 2

® Safari File Edit View History Bookmarks Develop Window Help

+ @ runicpl

— There is no application set to open the URL lets-try-format-string:

0ox0 0x0 0x7f893b619340
Oxffff8076c49c795F 0x7f893b814290 0x7f893b622fF1
0x7f893b6386a0 0x7f893b40bc40 0x0
0x7f893b53dd 10 0x0 0x7f893b608cf0
0x7f893b53e1d0 0xffffd5c200000000 0x7fff78a444d0
0x7f893b53e280 0x7f893b62ebb0
0x7035322570353225 0x7f893b6258f0
0x7f893b6258f0 0x7f893b6386a0 0x20
0x7fff58a68560 0x7f893b534ff0 0x7fff8e6e1080
0x7fff58a673c0 0x107197b88 0x64
ox0 0x23a 0x7f893b418410
0x7f893b625f10 ox1 0x7fff58a67430
0x7fff92bb0f78 0x7f893b7064a0 0x120680053c6ea
0x7f893b626f60 ox0 0x7fff00000001
0x7f893b534ff0 0x0 0x7fff58a68548
0x7f893b706470 Ox7fff58a68560.
Search the App Store for an application that can open this document, or choose an
existing application on your computer.

7 Choose Application... Cancel | Search App Store
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FSB example 3

B Command Prompt

Microsoft Windows [Version 10.0.10240] =
.(c) 2015 Microsoft Corporation. All rights reserved.

C:\Users\mark>sort AAAABBBBCCCCDDDD%X%X%X%X%bXHX%X XX HXHBX XXX
VAAAABBBBCCCCDDDD38043an5d8f®64a581437ea17e0380426702c3769dd66414141414343434378
1257825782578257825782578257825The system cannot find the file specified.

|

«C:\Users\mark>sort AAAAAAAABBBBBBBB%X%X%X%X%XMXIXXHBXIX X MXHXHX
'AAAAAAAABBBBBBBBA@223bba5d8c064a5814d01d17e0d02226902cd01cdfbed14141414242424278
i257825782578257825782578257825The system cannot find the file specified.

I

C:\Users\mark>sort AAAAAAAABBBBBBBB%XH%X%X%X - %X - %X XX XHBX XWX XX
AAAAAAAABBBBBBBBa2d43bbe5dcoe64a5cl4-a2c617e0-a2d426902ea2c5dcfed141414142424242
i782578252d78252d7825782578257825The system cannot find the file specified.

C:\Users\mark>sort AAAAAAAABBBBBBBBR.x%X%x%X -%s -%x%exXTbexexXbexbxexbxiex
AAAAAAAABBBBBBBBdA3453bbe5e5c064a5¢14-SsHd, -d34526902ed341d94e4141414142424242782
1578252d73252d7825782578257825The system cannot find the file specified.

:C:\Users\mark>
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Practice

m Any Questions?
m http://pwnthybytes.ro/unibuc_re/06-1lab.html
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