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Recap for RE

Assembly

PE/ELF

Compiled C programs

General principles:

Static/dynamic analysis
Whitebox/Graybox/Blackbox
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Reverse Engineering in Other Languages?

PopularitY of Programming Language Index: https://pypl.github.io
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Python

Bytecode ”.pyc” files

Can be bundled (e.g. py2exe, pyinstaller)

Contains interpreter, dependencies, bytecode

How do we approach it? DEMO
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Python tools

py2exe unpacker github.com/matiasb/unpy2exe

pyinstaller unpacker github.com/extremecoders-re/pyinstxtractor

py2, py3 until 3.8 github.com/rocky/python-uncompyle6

py3 from 3.8 github.com/rocky/python-decompile3
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Java

Compiles source code to Java bytecode (.class files)
Bytecode can be run on any architecture. Why?

Java Virtual Machine interprets the bytecode
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Java bytecode 1/3
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Java bytecode 2/3
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Java bytecode 3/3
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Example: Java in APK
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Mobile Security

More than just the Android ecosystem

Dynamic analysis gets very interesting

Bytecode interconnects with native code
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C# code

.NET and CLR

Bytecode, same as Java => decompilable

Obfuscators exist (including commercial ones)
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.NET reversing 1/2
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.NET reversing 2/2
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Decompetition 2021
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Decompetition 2021
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Going further

Malware analysis from RPISEC: github.com/RPISEC/Malware

Mobile Security from EURECOM: mobisec.reyammer.io

PoC||GTFO: www.alchemistowl.org/pocorgtfo

Hex-Rays blog: www.hex-rays.com/blog
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Practice

Any Questions?

https://pwnthybytes.ro/unibuc_re/09-lab.html
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