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Recap for RE

Assembly
PE/ELF
Compiled C programs

General principles:

m Static/dynamic analysis
m Whitebox/Graybox/Blackbox
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Reverse Engineering in Other Languages?

m PopularitY of Programming Language Index: https://pypl.github.io

Rank Change Language Share Trend
1 Python 3017%  02%
2 Java 17.18%  -12%
3 JavaScript 821%  +02%
4 c# 676%  -06%
5 * cicH 671%  +0.8%
6 v PHP 613%  +0.0%
7 R 381%  +0.0%
8 Objective-C 356%  +1.1%
9 Switt 182%  04%
10 * Matiab 18%  00%
1 £ Kotlin 176%  +0.2%
12 v TypeScript 174%  0.1%
13 , Go 134%  +0.0%
14 v VBA 122%  01%
15 Ruby 113%  01%
16 4 Rust 113%  +05%
17 AP Ada 068%  +0.4%
18 v Visual Basic 067% 0.3%
19 (222 Scala 0.66 % 0.4%

20 EY VYN Lua 055%  +0.2% 3/18


https://pypl.github.io

Bytecode " .pyc” files

Can be bundled (e.g. py2exe, pyinstaller)
Contains interpreter, dependencies, bytecode
How do we approach it? DEMO
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Python tools

py2exe unpacker github.com/matiasb/unpy2exe

pyinstaller unpacker github.com/extremecoders-re/pyinstxtractor
py2, py3 until 3.8 github.com /rocky/python-uncompyle6

py3 from 3.8 github.com/rocky/python-decompile3
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m Compiles source code to Java bytecode (.class files)
m Bytecode can be run on any architecture. Why?
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m Compiles source code to Java bytecode (.class files)
m Bytecode can be run on any architecture. Why?
m Java Virtual Machine interprets the bytecode



Java bytecode 1/3

1
_fpuhlic class Helloworld {

4 public static long gcd{long a, long b){
long factor= Math.min(a, b):
= for({long loop= factor:leop = 1:loop--){
7e if(a % loop == 0 && b % loop == 0){
8 return loop;

1 ¥

11 return 1;

12 3

13

14

158 public static void main(Stringll args) {
1 Prints "Hello, World" to the terminal window.
17 System.out.println("Hello, World"):
18 ¥

1

20 %

7/18



Java bytecode 2/3
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Java bytecode 3/3

1
2=public class Helloworld {

e public static long gcd(long a, long b){
Tong factor= Math.min(a, b);
=  for(long loop= factor:loop > 1; uup—'){
7@ if(a % loop 0 && b % loop ==
8 return loop;

1 1

11 return 1;

12 }

13

14

15 public static void mair

1 Prints "Hello

17 System.out.println
}

Stringl] args) {
d" to the terminal window.
Hello, World");

18
1
20 }

public class HelloWworld
={

= public static long gcd(long paramlongl, long paramLong2) {
5 long 11 = Math.min(paramLongl, paramLong2): long 12;
C for (12 = 11; 12 > 1L: 12--) {
7@ if (paramLongl % 12 == OL && paramlong2 % 12 == OL) {
8 return 12;
}

}
1 return 1L;
1

17 public static void main(String|] paramarrayOfString) { System.out.println{"Hello, World"): }
} 9/18



Example: Java in APK

Bytecode Viewer 2.9.22 - https:/bytecodeviewer.com | hitps:/jthe-bytecode.club - @Ko
File View Settings Plugins
Files Work Space
android.apk “ | | com/flareon/flare/MainActivity.class x
B android
# support * * Exact
8 annotation Procyon Decompiler - Editable: true
e package con.flareon. flare; =
v
8 com import android. support.v7.app.*:
£ flareon

fiare import drosd.vae
= BuildConfigclass import android. content.*;
= MainActivity.class| import android.vidget.t;

R$anim class
Ryattr.class

public class MainActivity extends ActionBarActivity

= Rsbool.class . o

= Rscolor.class public static final EXTRA_MESSAGE = "con. flare_on.flare. ME: ;
5 ::ggx;\‘:?@ﬁ protected void onCreate (final Bundle bundle) {

= Rsid.class super. onCreate (bundle):

& Rm(e;e,w“ this. setContentview(2130968601) ;

5 - 3

Rlayout.class
R$menu.class
R$mipmap.class
Rstring. class
Rystyle.class
Rystyleable.class
R.class ¥
validateActivity.class
/' Decoded Resources

lib

METANF

res

nubllc void vallda(eEmall‘hnal View view) {
t intent - new Intent ((Context)this, ValidateActivity. class)
mem putExtra ("con Slare on. flare MEGSIGE", ((Ed1+Text this #indvi evByTd (213149204
this. startActivity (intent)?

anim
color

colorvll

drawable

drawable-hdpivd

drawable-ldrtl-hdpi-va

drawable-ldrt-mdpiv4

drawable-ldrtlxhdpivé

drawable-ldrtlhohdpi-vé

drawable-ldrtleohdpi-vé -
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Mobile Security

m More than just the Android ecosystem
m Dynamic analysis gets very interesting

m Bytecode interconnects with native code
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m .NET and CLR

m Bytecode, same as Java => decompilable

m Obfuscators exist (including commercial ones)
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NET reversing 1/2
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NET

reversing 2/2
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Decompetition 2021

Decompetition
Congratulations to ppp for taking first place!
Calling all reverse engineers! Test your reversing skills against the systems
languages of the twenty-fst century: C, C++, Go, Rust, and Switt. Given only a
binary, can you recreate the original source code?

Your candidate source code will be compiled, and the resulting binary will be
tested and disassembled. The majority of your score will come from the
intersection over union of your disassembly versus the target disassembly. How
close can you get to a perfect reconsruction?

The Details

Playing

Anyone with an internet connection and a web browser can play. Access to a
reverse engineering program is recommended but not required. If you don't have
re installed, check out Binary Ninja Cloud

any reversing sof

This is a team competition. There’s no team size limit.
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Decompetition 2021

Challenges
You'll need to login or register before you can access the challenges.

Challenge Lang. Value Score
baby-c c 200 =

D cpp 200 3
baby-go go 200
baby-rust rust 300 oL
baby-swift swit 300 ® &
bandate swit 400 ® J
batsounds go 300
bitesize c 100
cardigan swit 500 3
carshop 9 300
fabulous 9 200
habidasher rust 200 ®
iulie 90 300 =
lambic cpp 400
nedigree cpp 200
prime c 100 > &
rootkit c 100 > &
s2ring rust 500 ® &
streamy cpp 400 &
switcher go 200 & J
toobz ust 300 2
unfair cpp 200 3
wolfgang % 300 > &
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Going further

Malware analysis from RPISEC: github.com/RPISEC/Malware
Mobile Security from EURECOM: mobisec.reyammer.io
PoC||GTFO: www.alchemistowl.org/pocorgtfo

Hex-Rays blog: www.hex-rays.com/blog
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github.com/RPISEC/Malware
mobisec.reyammer.io
www.alchemistowl.org/pocorgtfo
www.hex-rays.com/blog

Practice

m Any Questions?
m https://pwnthybytes.ro/unibuc_re/09-1ab.html
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https://pwnthybytes.ro/unibuc_re/09-lab.html

