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Recap for EXP

Classes of vulnerabilities

Compiler and system mitigations

Bypasses
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Skipped topics

Sandboxing binary applications and system-level defenses

Symbolic execution in vulnerability discovery

Application fuzzing
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Finding bugs in large code bases

What to look for?

Where to look?

How to look?
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What to look for?

Variant analysis

Older code (written by security-oblivious dinosaurs)

3AM code (written by night owls)

Probabilistic approach (whose code is more error-prone?)
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Where to look? (open source code)

Full commit log and Issue Tracker should be available

Security issues should also be public eventually

Straight-forward approach
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Where to look? (closed source code)

Full commit log unavailable

Individual release binaries available (sometimes Release Notes)

Binary Diffing

Security issues usually appear as fixed

Harder approach but not impossible
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Binary Diffing with Diaphora (1)
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Binary Diffing with Diaphora (2)
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How to look?

Manual inspection

Art/Difficult to master
Time consuming
Success is not guaranteed either

Fuzzing

Custom fuzzers can be repurposed
Limited only by creativity
Throw more CPUs, more results
Unattended until triage

Other approaches?
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Battle of the giants
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CodeQL

Semantic code analysis engine

Transforms a given codebase into a database

Finds instances of vulnerabilities according to a query

Useful if you already know what you’re looking for

Q: Where would this fit? (discussed today)

A: Variant analysis on Open Source code
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CodeQL applicability

C/C++

C#

Go

Java

Javascript

Python

TypeScript

COBOL (deprecated)

Ruby (soon)

13 / 18



CodeQL tutorials

Free resources:

help.semmle.com/QL/learn-ql/index.html

tiny.cc/offensivecon

securitylab.github.com/ctf

lab.github.com/githubtraining/codeql-u-boot-challenge-(cc++)

cyberark.com/resources/threat-research-blog/

make-memcpy-safe-again-codeql
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Going further: Resources

Modern Binary Exploitation from RPISEC: github.com/RPISEC/MBE

Google Project Zero: googleprojectzero.blogspot.com

LiveOverflowCTF: www.youtube.com/c/LiveOverflowCTF/videos

gamozolabs: www.youtube.com/user/gamozolabs/videos

Orange’s blog: blog.orange.tw
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Going further: Conferences

Most have videos on YouTube

DEF CON: https://www.defcon.org/

CCC: media.ccc.de/c/35c3

Hack in the Box: conference.hitb.org

OffensiveCon: www.offensivecon.org

RECON: recon.cx/2020/montreal/video/

Usenix ENIGMA: www.youtube.com/c/USENIXEnigmaConference/videos
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Practice

https://pwnthybytes.ro/unibuc_re/10-lab.html
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Thanks

Thank you for attending this course!

Feedback appreciated: https://forms.gle/a6cPHxkmvJTiRgdb9

Contact:

Twitter @mztropics
LinkedIn: https://linkedin.com/in/radu-caragea
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